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Kde kryptografie pom &aha

Duvérnost dat

Integrita dat

Autenticita dat (integrita a ovéreni puvodu)
Nepopiratelnost

Autentizace a autorizace uzivatelu/stroju
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Symetrick a kryptografie

® Symetricka kryptografie
o (spravnéji kryptografie se symetrickym klicem)
e stejnym (tajnym) klicem se Sifruje i desSifruje
e (algoritmus Sifrovani a desifrovani nemusi byt ale
identicky) O

Tajny klic

Sifrovaci Desifrovaci

algoritmus algoritmus

Otevr. text Zasifr. text Otevr. text

Prevzato z: Network and
Internetwork Security (Stallings)
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Asymetrick a kryptografie

® Asymetricka kryptografie
e pracuje se se dvema kli¢i (soukromym a verejnym)
o verejny kli¢ maji vSichni, soukromy kli€ jen jeden
® Co ,transformujeme” verejnym klicem lIze
,odtransformovat* jen privatnim klicem
o Sifrovani pro konkrétniho jedince
® Co , transformujeme” soukromym klicem Ize
,odtransformovat* verejnym klicem
e podepisovani konkrétnim jedincem
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Schéma sifrov ani verejnym klicem
Bobulv vefejny kli¢

Bobuv privatni kli¢

_ Sifrovaci Desifrovaci
Alice - _— Bob
Otevr. text algoritmus Zasifr. text algoritmus Otevr. text

Prevzato z: Network and
Internetwork Security (Stallings)
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Symetrick a kryptografie - DES

® DES (Data Encryption Standard)
o IBM+NSA, 1977

e 56bitovy Kli¢ (72,057,594,037,927,936 moznosti)

o algoritmus verejny, ale nékteré ¢asti bez zdlivodnéni

® Zakladem je runda obsahujici
e pfimichani klice (xor)
e substitucni ¢ast
e permutacni Cast
® Vyuziva tzv. Feistelova schema
e opakovani zakladni rundy (16x)
® Stale Siroké vyuziti
e banky (3DES), starSi systémy

Prakticka kryptografie a nastroje, 15.4.2011

S
R
Half Block (32 bits) Subkey (48 bits)
|
(D
A A A AR AR AR AANA AN
NN
J




EFF DES cracker (1998)

® Kratky kli¢ DESu kritizovan od pocatku
e vlada i firmy ale maji tendenci ignorovat

® Praktickd demonstrace zranitelnosti
o Electronic Frontiers Foundation (EFF) E |'£ L
e hrubou silou zkousSi vSechny moznosti kliCe
o 4.5 dne/kli¢

® Predpoklada se existence zarizeni schopného hledat kli¢

v témeér realnem Case“ (NSA)

® Délku kli¢e Ize reSit pomoci tfi DESU za sebou (3DES)
o blok je zaSifrovan tfikrat raznymi klici
e stale Siroce pouzivané
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Cas pot febny pro prohled ani prostoru
mo znych kli éu (sym . krypt.)

Délka klice | Podet moznych kligli | Cas potfebny pfi 106
(bit) desSifrovani/us

32 232 =4.3 x10° 2.15 ms

56 2% = 7.2 x 1016 10 hod

128 2128 = 3.4 x 1038 5.4 x 108 et

168 2168 = 3.7 x 10°0 5.9 x 1030 et
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Symetrick a kryptografie - AES

® AES (Advanced Encryption Standard)
e tfikolova soutéz NIST, vybran Rijndael (Belgie)
e 128/196/256 bitu kli¢, 16 bajtu blok
e velice rychly v SW i HW, zduvodnéni navrhu
® Zakladni runda je opakovana 10x (14x pro delsi klice)

® Hrubou silou uz nelze projit cely prostor kli¢u
e muze ale existovat nedokonalost algoritmu, ktera prostor snizi
o kryptoanalyza

Prakticka kryptografie a nastroje, 15.4.2011




Runda algoritmu AES

No
Q0| 81| F2| %03 bo,o bO.l bo,z bo.a change Q0| 1| F2| 3 ol Q1| B2 G0z
SubBytes ShiftRow
aaaabbbbSh-ftlaaaaaaaa
1,0 —1,1| T1,2| L3 1,0 ~1,1| ~1,2| 1,3 gl 1,0 ~1,1] %1,2 /1,3 1,1 “1,2| *1,3| 1,0
> A A D>
Dol D2 Pos b, , shift2| &9 az_L /az.z /a,z,a 2| 3| ol Fn
R R —F
83085, b3,0 ' Shift 3 aa,L 1|9, ?3,3 dy3| Ao F1| G2
\ / S~
S
%ol 91| 92| %3 boo bO,l bo,z bo,3
N
bo,c 0,2 bo,a >
:
1,1
’ bl,c 1,2 b1,3
bzc bz,l 2 b2.3
ba,c 3,2 b3,3
/) >

&9 c(x)
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Sifrov ani dat na disku — TrueCrypt 6.3a

® VoIné dostupny nastroj pro transparentni Sifrovani dat na
disku www.truecrypt.org
e data na disku jsou vzdy Sifrovana
o deSifrovana data pouze v RAM paméti

® Hlavicka disku obsahuje dlouhy kli¢ zaSifrovany heslem
uzivatele
o lze pouzit dodatecné kliCové soubory nebo Cipovou kartu
® |ze Sifrovat systémovy disk i prenosna média
e nejcasteji ale Sifrovan soubor pfipojitelny jako virtualni disk
® |dealni pro pouziti na prenosnych pocitacich
e ztrata pocCitaCe nevede k vyzrazeni dat
o dobréa ochrana proti zvédavym détem/rodi¢um ©
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TrueCrypt — test rychlosti algoritm  u

® Spusténi testu
® Tools->Benchmark
® AES, Twofish, Serpent + jejich kombinace

m TrueCrypt |_F! == _SZ_|
Volumes System  Keyfiles Tools  Settings Help Homepage

Drive | Volume | Size | Encryption algorithm | Type | -
:E TrueCrypt - Encryption Algorithm Benchmark - u
S H:
Sl Buffer Size: IE MEB v| Sort Method: iMean Speed (Descending) ;'
e ],
G
] 1 -
<wnms| | | Algorithm | Encyption| Decyption|  Mean| Benchmark
Sl AES 145 MB/s 144 MB/s 144 MB/s
g (1 Twofish 128 MEB/s 131 MEB/s 130 MB/= Close |
P AES-Twofish 67.2 MB/s 72.2 MBjs 9.7 MB/s
<y | |Serpent 67.1MB/s 4.9 MB/s 6.0 ME/s :
cwfe| | |serpent-as 24,6 MBjs 45,5 MBjs 45,5 MB/s Epeggdﬁ E‘fge’:bzd
G5 Twofish-5erpent 42,9 MBjs 44,7 MB/s 43,8 MB/s sg'm . g:“.?g

| Serpent-Twofish-AES 34. 1 MBjs 32.3MB/s 33.2MB/s d'|araagcteristics

AES-Twofish-Serpent 32.0 MBEjs 33.4MEB/fs 32.7MBfs '
These tests take
_,| place in RAM,
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Srovn ani rychlosti algoritm u

® hitp://www.cryptopp.com/benchmarks.html
® Intel Core 2 @ 1.83 GHz procesor

Algoritmus rychlost B

@
3DES 13 Mb/sec, .
AES 128bit 139 Mb/sec, S
RSA 1024bit 0.7 Mb/sec 1S
(soukromy kli) g g
RSA 1024bit 12.8 Mb/sec c
(vefejny kli®) ) B
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TrueCrypt — praktick € cviéeni

1. Instalace, spusténi
® systémovy ovladac (administratorské prava)

2. Vytvoreni noveho virtualniho disku

® Tools->Volume Creation Wizard

® encrypted file container (B oo ESEINE)
© standard TrueCryptvolume  |\o- e s sn o
® umisténi souboru s virt. diskem| =z -

® Sifrovaci algoritmus R [ttt

® velikost disku -y T

® heslo pro pfistup,sbér entropie | =: e [ ]

® formatovani =

3. Pripojeni disku
® vybér volného pismenka
® soubor s virtualnim diskem
® mount, zadani hesla
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® Asymetricka kryptografie
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Digitaln 1 podpis

® Jedna ze stézejnich aplikacnich oblasti
Kryptografie

® Vyuziti asymetricke kryptografie k podpisu ale
zjiSténo azZ po letech znalosti principu Sifrovani

® Pouze maijitel privatniho klice muze vytvofit

podpis

® Podpis mohou verifikovat vSichni pomoci
verejneho klice
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Digitaln 1 podpis bez certifik atu - naivn é

1. Alice si vygeneruje dvojici verejny-soukromy kli¢
2. Alice zverejni verejny kli¢
® cokoli co Ize ovérit timto klicem jsem podepsala
3. Bob si stahne verejny klic
4. Bob muze nyni muze ovérit podpis od Alice

® Problém?
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Digitaln i podpis — naivni reseni

Alice
Podpis
Alice -

veiejny kli¢

Mily Bobe,

posSli mi prosim
slibeny milion na
ucet 123456

Alice

Bob

Aljce -
vatni kli¢
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Digitaln 1 podpis — problem?

)

&

Eva

E\

Podpis

Eva -

Mily Bobe,

posli mi prosim
slibeny milion na
ucet 6666666

Alice

a -
vatni kli¢
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Digitaln 1 podpis bez certifik atu - Iépe

1. Alice si vygeneruje dvojici verejny-soukromy kli¢
2. Alice preda osobné verejny klic Bobovi
® cokoli co Ize ovérit timto klicem jsem podepsala ja
3. Bob muze nyni muze ovéfit podpis od Alice
4. Eva uz nemuze podstréit svuj kli¢
® Bob jiz verejny kli¢ od Alice ma

® Problém: co kdyz Alice nemuze dat kli¢ osobné?
® neznaji se (znate pana Seznama a pana Googla?)
® geograficka vzdalenost...
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Certifik at verejného kli ¢e

@

Alice

Alicin verejny
» kli¢
Mily Bobe,

posli mi prosim
slibeny milion na
ucet 123456

Alice

E:":-'l._ Bob

.-__-'

Alice -
ivatni kli¢
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Co je certifikat?

Uzivatelské info CertifikaCni autorita

Verejny kli¢ S
( O ; I informace o
CA + verejny
kli¢ CA Certifikat

Jméno

Spole¢nost

podepsano CA
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Co je certifik at?

® Balik dat podepsany certifikacni autoritou

“ - 7 Va4
® Verej ny kIIC rCertiﬁcate Viewer"Microsoft Secure Server Authority” ﬁ
. spsy s
e majitel certifikatu General | Detals
Z AL P 4 This certificate has been verified for the following uses:
A
e povolené pouziti KIi¢e .. .icme comen
® h I t t- 55L Certificate Authority
rozsa p a nOS I Status Responder Certificate
o = V4 [l
e pouzité algoritmy Issued To | |
Comman Mame (CM) Microsoft Secure Server Authority
N~ /s = Organization (0] <Mot Part Of Certificate>
® daISI InfO--- Organizational Unit (OU) <Moot Part Of Certificate>
. . Serial Mumber 61:03:33:26:00:05:00:00:00:30
e podpis autority Issued By
Comman Mame (CM) Microsoft Internet Authority
Organization (O] Microsoft Internet Authority
Organizational Unit (OU)  <Mot Part Of Certificates
Validity
Izzued On 20-May-10
Expires On 20-May-14
Fingerprints
SHAL Fingerprint 3A:DD0ETE:A2:B2:84:FF45:9E:13:73:65:B4:82: D1 :88: DR:BF:EA
MD5 Fingerprint Bl:FC:72:8F AT AL ED: CE:5B:B9:3 0:04:E1:5A:BA: DD
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Certificate Hierarchy
4GTE CyberTrust Global Root
4Microsoft Internet Authority
Microsoft Secure Server Authority

Detally certifik atu

" Certificate Signature Algorithm o

Subject Public Key Info

ubject Public Key Algorithm
ubject's Public Key
aExtensions

Field Value

- Modulus (2048 bite): -
e Tools - Options - Advanced nEEnacuEEanasnas

cf 71 Oc 58 24 88 6c aB b8 3c 33 &3 £9 73 89d 3c
€9 c3 79 ed £2 fe c9 cb c3 6e 24 e2 3c 42 T0 dB
5f b7 Sb £7 9b 5f £5 27 6f 78 00 eb 96 54 b7 &f

cf 4 41 04 £0 bb 43 bd 6f 5f 26 0f BT 8e 37 41

e Encryption - View certificates RECIEEEEEEEEESE :
® Internet Explorer =

| General | security | Privacy | Content | connections | Programs | Advanced |

m

Parental Controls

o Tools - Internet OPtioNS | @ cumemme Sommm s

Certificates ® xS
Content Advisor
R Ratings help you control the Internet con| .
Q‘ wiewed on this computer, Intended purpose: I“”’ ']
. O I I e I I —_ e r I I C a e S | Intermediate Certification Authorities | Trusted Root Certification Authorities I Trusted Publ
Certificates il Issued g - = ‘ —
Use certificates for encrypted connection| [lEntrustnet Seaure ... Entrus Certificate —— u
Equifax Secure Cer...  Equifa
. Detail i
[ cearssismte || certifcates | ] CilGobalsignRoot CA Globald | |/Seneral| Detals | Certification Path
[5RIGTE CyberTrust Glo... GTEC 8
AutoComplete —————————————————————| Salhttp: ffwww.valicer..,  http: iz [(.AJI) vJ
= AutoComplete stores previous entries [ QMicrosoft Authentic... Microsg
% g‘ webpages and suggests matches [ ]Microsoft Root Aut...  Microsg Field value P
r you.
¥ [5iIMicrosoft Root Cert... Microsg =] valid from Friday, January 10, 1997 9:00.., 3
Feedsand WebSfices ———————————— Eihouenry acc.. Mol | | [lvalid o Thursday, December 31, 2020...
E Feeds and Web Slices provide updated [ =] subject Microsoft Root Authority,, Micr E—
F content from websites that can be

read in Internet Explorer and other -
Impar Export,
programs. = e

Certificate intended purposes

{33 Authority Key Tdentifier KeyID=5b d0 70 ef 63 72 %e 2..
Thumbpﬂnt algorithm shal

BThumhprint a4 3483 15 9a 520f 0d 93 d0...
<Al I | Eriendhs name Mirrnenft Bant & tharity

E 3082 01 0a 02 82 01 01 00 29 02 bd 1 70
=6 3b £2 4e 1b 28 9f 97 78 Se 30 ea a2 a9 |

»

@
=%
r
@
@
Fh
"
@
i1
el
@
N
3]
w
3
o
-1
Hh
]
o
=8
w
=
r
=
I
]

—

Learn more about cerfificates 7o 51 a2 9b a2 9f 60 32 6b dl 42 64 79 se

39 ab =c 49 83 42 =3 84 0f bb 923 6c 55 61 ™

Edit Properties... | | Copy toFie.:

Learn more about certificate details
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Digitaln i podpis s certifik atem (PKI)
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Kdo m uze délat certifika éni autoritu?

® V zasadé kdokoli ©

® Problém je v duvére
e Bob musi vérit autorité, ze Alici dobre zkontrolovala
e Bob musi vérit autorité, ze neudélala v procesu chybu
e Bob musi vérit, ze autorita nebyla ovladana utocnikem
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Problémy s certifik aty |I.

® Certifikat musi nékdo duvéryhodny vystavit

e napf. placena autorita (I.CA, Verisign, Comodo...)
® Jak moc je duvéryhodna?

e 15. bfezna 2011 kompromitovana autorita Comodo
® Vydany falesné certifikaty pro tyto domeény

e mail.google.com

e login.yahoo.com

e login.skype.com

¢ login.live.com
o

® Utocnik se nyni muze vydavat za tyto servery
o kliCe revokovany, ale...
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Certificates

Intended purpose: <pll =

= |

Trusted Publishers.

Trusted Root Certification Authorities

Untrusted Publishers

Issued To Issued By

UTM-SERFirst-Hardware
LTM-USERFirst-Hardware
LUTM-USERFirst-Hardware
LTN-USERFirst-Hardware
VeriSign Commerdal Softwa...

ﬁ]lngin.yahm.mm
@Ingh.yahun.mm
@Ingin.yahm.mm
@mail.gut}gle.m
alMicrosoft Corporation
54 Microsoft Corporation  VeriSign Commerdal Softwa...

Ealwww.google.com UTN-USERFirst-Hardware

Expiratio. ..

15-Mar-14
15-Mar-14
15-Mar-14
15-Mar-14
01-Feb-02
31-Jan-02
15-Mar-14

-

Friendly Mame

Fraudulent
Fraudulent
Fraudulent
Fraudulent
Fraudulent, NC| =
Fraudulent, N
Fraudulent

4 | I

| | Femoye

Import... || Export...

Certificate intended purposes

<All=

Learn more about certificates

| Advanced

Cloze
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Probléemy s certifik aty Il.

® Jakym rekneme, ze autorité vérfime?
e zkuste jit na https://buslab.org

® Velké mnozstvi stranek neni certifikovano
e uzivatel odklikne bez rozmyslu

You have asked Firefox to connect sec

%' This Connection is Untrusted
|

connection is secure, Add Security Exception L
Norma.lly, nkien youtytoconnsct sg You are about to override how Firefox identifies this site,
are going to the right place. However, l
Lk Legitimate banks, stores, and other public sites will not ask you to do this.
What Should I Do? e
Server
I you usually connect to this site with Location: 'https;.,.n’,-‘www..bu.sl.ab‘wg.f @
impersonate the site, and you shouldn
!@\ Celt‘tlflcate Status . . - .
This site attemnpts to identify itself with invalid information, Viditis
Technical Details Unknown Identity
i Certificate is not trusted, because it hasn't been verified by a recognized authority,
I Understand the Ris|
I you understand what's going on, yo i z = - " b
you trust the site, this error could m| Certificate Viewer:"www.buslab.org #2 ﬂ
- [prmmm——_—
Don't add an exception unless you kn ﬁenera@i Detmlsl
identification.
Could not verify this certificate because the issuer is not trusted.
Add Exception...
Issued To
Commeon Mame (CN) www.buslab.org
Organizaticn (0) Brno University Security Laboratory
Organizational Unit (O]  <Mot Part Of Certificate>
[ f Serial Number 04
Issued By
. Je . ) .
Prakticka kryptografie a nastroje, 15.4.2011 eyl o
yptog J€, 195.4. o
— rganizaticn (O] Brno University Security Laboratory
Organizational Unit (O] <Mot Part Of Certificate>




Problémy s certifik aty Ill.

® Kterym autoritam vlastné vérime?

® Predinstalovane certifikaty v OS/prohlizeci
e v soucasné dobé desitky autorit
e nékteré pfimo kontrolovany ruznymi viadami...

il 7~
Certificates g @ centificate Manager @m
Intended purpose: <Al = v] Your Cert'rﬁcatasl PeopteiSen.re:s| Authorities | D‘thers|
Trusted Root Certification Authorities | Trusted Publishers | Untrusted Publishers | e You have certificates on file that identify these certificate authorities:
Certificate Name Security Device [
i Issued To Issued By Expiratio...  Friendly Mame = : (c) 2005 TURKTRUST Bilgi Tietisim ve Bilisim Givenligi Hizmetleri A5, A
[5;laddTrust External ... AddTrust External CA Root 30-May-20  USERTrust  |E #AC CamedimnaSACIE AT/ ]
5] Certum CA Certum CA 11-un-27  Certum iid‘”f”“ ;Br :
[S:Class 3 Public Prima... Class 3 Public Primary Certifi... 02-Aug-28  VeriSign Class : . el s
. . ) . i AOL Time Warner Inc.
Elclass .l?rPubllc Prima... Class .l?rPubllc Prlmaryf Certifi... 08-Jan-04 'u'?r|5|gr1 b AS Sertifitscerimiskeskus
EglCopyright (c) 1957 ... Capyright (c) 1997 Microsof...  31-Dec-99  Microsoft Times  Autoridad de Certificacion Firmaprofesional CIF 62634068
[ilDekart Certificate ... Dekart Certificate Authority  07-Mar-11  Dekart Certifice T
[5lpeutsche Telekom ... Deutsche Telekom RootCA 2 10-Jul-19  Deutsche Telek b beTRUSTed
@Digitert High Assur... DigiCert High Assurance EV ... 10-Now-31  DigiCert b I Brno University Security Laboratory
Fl | m | b [ =] AC 0R216227F T
View.. | | Edit. | [ import. | | Ewor. | [ Delete.. |
Certificate intended purposes
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Sifrov &ni a podepisov ani data komunikace

® Cilem je bud utajit obsah zpravy nebo zajistit autenticnhost
puvodu dat (nebo oboji) ®
® Pretty Good Privacy www.pgp.com EEE
e nyni komercni produkt, nékteré Casti stale volné

e PGP Desktop Trial Software

e generovani vlastniho péaru kli¢l, sprava uzivatelu, Sifrovani,
podepisovani maill, podepisovani software...

® GnuPG - volna verze, kompatibilni s PGP www.gnupg.org
® Lze integrovat do postovniho klienta

e Thunderbird + Enigmail + GPG (enigmail.mozdev.org )
e MS Outlook + PGP Mail
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PGP/GPG — symetrick é Sifrov ani

1. Stazeni GnuPG 1.4.10 (www.gnupg.orq)

2. Zasifrovani souboru symetrickou Sifrou (napr. AES)
® gpg.exe --cipher-algo AES -c test.txt
® zadani Sifrovaciho hesla/klice
® vznikne soubor test.txt.gpg

3. Desifrovani souboru symetrickou Sifrou
® gpg.exe --cipher-algo AES -d test.txt.gpg
® zadani Sifrovaciho hesla/klice

@ Soubor test.txt.gpg je pri opakovaném Sifrovani stejnym
klic¢em ruzny — proc?
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PGP — praktick é cvi€eni (vlastn i kli€)

1. Vygenerovat par vlastnich kli¢u

® File - New PGP Key

® volitelné Advanced Key Settings a délka klice

® zadani hesla, které bude chranit privatni kli¢ na disku
2. Export verejného klice do souboru

® KIli¢ -~ Export —» soubor.asc

® (Ize v€etné privatniho klice, typicky NEdélame)
3. Zobrazeni/publikace souboru verejného klice

® soubor.asc (BASE64, notepad)

® http://pgp.mit.edu/ - Submit a key
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PGP — praktick é cvic€eni (cizi kli €)

1. Stazeni ciziho klice
® http://pgp.mit.edu/, Petr Svenda, Ox89CEB31C

2. Import klice
® File - Import —» soubor.asc

3. Kontrola fingerprintu

® 0sobné, vizitka, telefon
® A890 0285 D837 AEBB B522 771E 86E8 F87A 89CE B31C

® poté Import
4. Nastaveni duvéry
® Key properties - Trust — Trusted
5. Podpis (certifikace) ciziho klice
® Kli¢ - Keys - Sign...
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PGP — Sifrov ani a podpis souboru

1. PGP Zip - New PGP Zip
2. Pridat soubory urcené k Sifrovani

3. Volba Recipient Keys (Sifrujeme pro nekoho)
® vybér adresata: Petr Svenda petr@svenda.com
4. Vybér podepisovaciho klice (podepisujeme my)
® Finish (zadani hesla k nasemu soukromému klici)
5. Vznika novy soubor s priponou *.pgp
® podepsany nami (nikdo jiny nemohl vytvorit)
@ Sifrovany pro Petra Svendu (nikdo jiny nemuze Cist)

6. Dvojklikem na zasSifrovany soubor se oveéri
podpis a desifruje
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Digitaln 1 podpis - shrnuti

® Nezajistuje duvérnost (tam pouzijeme Sifrovani)
® Nejznaméjsi algoritmy — RSA, DSA
® Asymetrické algoritmy jsou relativné pomalé

e cca 10-100x pomalejSi nez symetrické
® Proto se podepisuje has — ,otisk dat”
® Faze postupu:

o Vytvoreni a registrace klicu (certifikat)

e Vlastni podepsani

e Dokument - has - podpis
e Ovéreni podpisu
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Anonymn | brouzd ani

® Vyznam ochrany soukromi
e ochrana pred represivnimi rezimy (cenzura
e ochrana vlastnich Gdaju pred cilenou reklamou (délaji fis
e ochrana pred profilovanim (délaji i nase vlady)
o zakladni obCanské pravo

® Kde vubec zanechavame stopy o brouzdani?
e vlastni pocitac
e pripojeni v lokalni siti
e pfipojeni k internetovému poskytovateli (ISP)
e smerovace Vv Internetu
o cilovy server
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| ! G e
£ Seznam - Majdu tam, co neznam - Windows Interne!

http://seznam.cz’

Soukrom é brouzd ani — Internet-Explorét———
im Add to Favorites... ¥ @L

1. Historie navstivenych stranek = =™

® prozrazuje velmimnoho  fi- @ @ - e[|

] % Delete Browsing History... Ctrl+Shift+Del [

. Ize Vymazat 4p  InPrivate Browsing Ctrl+Shift+P k_

Py v lis Webpage Privacy Policy...

2. Obsah cache prohlizece = o s
® uzivatelsky profil\Local Settings\Telurmorary Internet
® soubory vCetné pripony — obrazky. fotkv.

+ cAlUsers\Petr\AppData’\Local \Microsoft \Windows\Temporary

dokumenty... Neme Ed 45ze Date e

e L] <DIR> 21-06-2010 16:36 —h=

3. Safety->InPrivate browsing s, ooioam e sas

= pcsuitecheck_ne.. xml 141,986 17-06-2010 09:26 a—

® neni uchovana historie, cache, [Bewtacani s 5617707062010 1550 »-

txt

v 7 . ’ images[1] bt 52,926 07-06-2010 16:55 a—
) ale porad dOSt |nf0|‘maC| Hem81_benintende_f_jpg  48.914 06-04-2010 18:46 a—
& icons[1] kmz 45937 02-04-2010 21:34 a—
: . ; || search[1] cache 30,363 15-06-2010 21:46 -a—
® viz. http://www.getip.com/ [l ooene 736 07-06.2010 15.50 o
ReaderManifest[1] msi 26,624 15-06-2010 10:42 -a—
& root[1] kmz 20,607 14-06-2010 13:12-a—

mem— | Uiy ypgge™ T T s mem e e s [
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Soukrom é brouzd ani ozilla Firefox:. -

1. Historie navstivenych stranek — ; =esrrsvrecimse sispe
2. QObsah cache prohlizecCe 3 Googletmags

Eile Edit Vlew[Hlstm}r] Bookmarks Tools Help

1S MUNI The very latest SOHO ..
s Home Alt+Home E _
{5 YouTube - 5 Show All History Ctrl+Shift+H x [t

Web Images -‘l Google Image Result for http:/fwww.cisco-tip..

-‘l Google Image Result for http:/fwww.unc.edu/...
-‘l isp - Google Search

ﬁ'fg YouTube - Smashing Pumpkins - Cinnamaon ...

® uzivatelsky profil\Local Settings\Appliecation
data\Mozilla\Firefox\Profiles\jmeno_profilu.default\Cache\
® soubory prfejmenovany, bez pripony
® puvodni obsah ale obsazen ((Udaj v hlaviéce)
® napf. prejmenovat vSe na *.jpg a zobrazit
® cmd.exe copy * *.jpg
. . + ¢ AUsers\Petr\AppData*lLocal\Mozilla\Firef oo\ Profiles\bu tw
3. Tools->Start private browsing Name Bx 45z Dae e
. ] . A <DIR> 21-06-2010 16:47 —
® bez historie, bez cache... (jako IE) |Li163s3coadoi 14.783,782 21-06-2010 15:09-2—
| | EDS5EB3CD1 7.335,621 21-06-2010 15:59 a—
® problém s informacemi na serveru zUs - ssorscor B A out 21062010 1508 o
. . [ 1 2557C2F5d01 5.126,751 21-06-2010 15:06 a—
® |p-check.|nfo || EAD6F87Ad01 3.177.030 21-06-2010 16:02 -a—
[19811E351d01 3.060 446 21-06-2010 15:12 a—
[ | _CACHE_DO1_ 2,415,409 21-06-2010 10:26 a—
|| _CACHE_D02_ 2,374,859 21-06-2010 10:21 a—
| | A7ABCTICdO1 151,544 21-06-2010 14:43 a—
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IP Address Information

IP Address: 147.251.4210
Hostname:: ) minntaur._ﬁ.muni.::z
'Obfuscated IP Address: 2482711050
1 [P EE'U'ETEG: J_minntaur.ﬁ._muni.cz
Remote Port: 2675

IP Location Information
Country:

State or Province:

City or Town;

Latitude:

Longitude:

Internet Service Provider:

Linux Hosting from The Planet - Great Hosting At A Great Price

Features:
Support:
Get Started Today

System Information
Operating System Platform;
Browser Versicn:
Cookies Enabled:

Java Enabled:

CPU classitype:

Screen Width:

Screen Height;

Screen Color Depth:
Window Width:
Window Height:
Language(s) Accepted:

» & Unigue Logo Design Concepts to Choose from
» 5 Logo Designers will work on the Project
» Unlimited Revisions till you are 100% Satisfied

» Mo Cliparts Used
¥ f“_'%
m@ T
Find Out More - N e

&

ogo Design for an Affordable %15 )i F—

Czech republic (CZ)
78

Brno

482

168333

Maszaryk university

Super fast network with 100% uptime guarantee
Secure data centers with 24/7 support
Chat With A Linux Hosting Exper!

Microsoft Windows
Firefox

yes

yes

OSICPU Windows MT 6.1
1680

1050

24

1680 (100.0% of 1630)
857 (81.6% of 1050)
en-us,en;g=0.5

———— |
--




JAP (http ://www.jondos .de)

User B User D
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&= JAP/JonDo = | B

JonDo — praktick e cvicel| 8 o

ENERATOR [P

services: | ® SpeedPartner™ - ULD’=| 2@ ]

1. Instalace =
+ JonDo (roy), JonDoFox M‘"“

2. Spusteni JonDO ProXs ..« ssmsms

File Edit ‘uﬁew Hstury Eoﬂkmarks TCH:r|S Help

. prIpOJenI k VOInym ka.| b~ i G X e t‘ http://ancnymous-proxy-servers.net/en/anontest

El & Most Visited | || Download Web Videos || Share Files | || E-Mails | || News | || Infc

3. Spusteni JONDOFOXLU et s [+
e standardni Firefox, proxy na JonDo
e vypnuty JavaScript, reklamy...

4. Test anonymity
e http://www.getip.com/
e vypnuti/zapnuti proxy

A Anontest
g Preferences

(™) No Proxy
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Prakticka kryp

IP Location Informalion
Conntry:

State or Province:

City or Town:

Latitude:

Longitude:

Internet Service Provider:

Froxy Information
Froxy IP Address:
Froxy HoslHame:
Eroxy Name:

Eroxy Info:

Eroxy Type:

System Information

Operating System Platform;

Erowser Yersion:
Cookies Cnabled:
Java Enabled:

CPU classitype;
Screen Width:
Lcreen Height
Screen Color Depth:
Window Width:
Window Height;
Language(s) Accepted:

P Address Information
IP Address:

lloatname:

Obfuscated IP Address:
IP Reverse:

Remote Port:

212227 103,74
p15202001 . puresenver.info
3571672906

p15202001. puresener.info
58330

Germﬂny{']F}-
01

Karlzsrihe

490047

8.38548

Schlund + partner ag

212227 103,74
p15202001 . puresewver.iniu
11 pAR202001 puresemver irfor 3128 (squid!? 7 STARI FR)

HTTP_VIA=1.1 015202001 pareserve .info. 3128
(squIdrZ. £ 51 ABLESR)

Anonymous

Unknown

Firefos

not available, o notenabled...
not available, o-notenabled..
not available, o- notenabled..
not available, o- notenabled..
not available, o notenabled...
not available, o- notenabled..
not available, o- notenabled..
not available, o- notenabled..




Moznosti profilov ani uzivatel u — pro ¢

® Uzivatele si neuvédomuji mnozstvi informaci o
nich dostupnych

® Uzivatele vétsinou predpokladaji nedostupnost
privatnich informaci sdélenych jen "pfatelum"”
® Praktické vyzkouseni si moznosti profilovat treti

osobu vede k lepSimu uvédomeni si problému a
primerenejsimu publikovani/chovani na Internetu
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Moznosti profilov ani uzivatel u - zaklad

® Postupne budujeme a upresnujeme profil osoby
e pozor na duplicity ve jménech
1. Zakladni hledani na google.com

e vytvorime si zakladni profil uzivatele
e poznacCime si mozneé nejasnosti

e oblicej? fotky z akci?
3. Zakladni udaje v informacich Skype, ICQ...

e lidé neradi uvadi chybné informace
e datum narozeni...
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Profilov ani — dobrovoln é informace

4. Domaci stranka, vlastni blog...
e lidé maji tendenci dat svétu najevo, jak jsou ,dobfi"
e VveétSinou se nedozvime ,Spatne véci*

5. StarsSi verze stranek na archive.org

e postupem c¢asu zmoudfi a odeberou néktere
iInformace (odebrané dokumenty, starsi fotky...)

e Wayback machine — archiv stranek a dokumentu
webu

6. Blogy kamaradu a znamych
e nejvice pikantnich informaci o vas napisou pratelé

e navic jsou to ¢asto informace, které puvodni osoba
povazuje za neverejné

Prakticka kryptografie a nastroje, 15.4.2011




Profilov ani — socialn i sit’

e napf. seznamy absolventu Skoly - spoluzaci
7. Facebook — zlata studnice ©

o fotky, zajmy, vzdélani, B

e sit znamych typicky zobrazena, | kdyz nejsme pratelé
8. Nahodné vymyslena osoba s navrhem pratelstvi

e spousta lidi ma rada hodné pratel
9. Falesny profil realné osoby navrnem pratelstvi

e spoluzak ze zakladky, ktery jesté neni v pratelich

e pomuze néjaka fotka (pfipadné Spatné Citelna)
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Shrnuti

® Symetricka vs. asymetricka kryptografie
o asymetricka kryptografie neni feSenim vSech problémi
® Sifrovani disku — TrueCrypt
e virtualni disk v souboru
® PGP/GPG
e symetrické i asymetrickeé Sifrovani
® Soukromé data v prohlizecCi — IE, Firefox
e historie, cache

® Opravdu anonymni brouzdani — JonDo
e server nevi, kdo s nim komunikuje

® Ochrana soukromi je realny problém
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Skodlivy software

stiffd

® Virus, Cerv, trojsky kun, ...
® Adware U

e cilem je stahovat a zobrazovat uzivateli reklamy

o sledovani reklam je Casto alternativa, jak platit za pouzivani
programu

e ne vzdy uplné Skodlivy
e RealPlayer, Kazaa...
® Spyware
e program, jenz shromazduje data o uzivateli
e hesla, historii brouzdani po internetu...
o keyloggers
e tracking cookies
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SpyBot S&D — praktick é cviéeni

1. Instalace, spusténi
o http://www.safer-net

2. Stazeni aktualizaci
® Search for updates

3. Hledani problému
® Check for problems
® (bézi delsi dobu)
® poustét cca 1x tydné

4. Odstranéni nalezenych problému

® Fix selected problems
® tracking cookies, malware...

LJze this button to start scanning wour spsten |

Llze this button if you notice same prablems t
undo zome changes.

Thiz iz very important: it iz recommended to up
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