Oberthur Cosmo Dual 72K
Card ATR: 3B:7B:18:00:00:00:31:C0:64:77:E3:03:00:82:90:00

javacardx.crypto.Cipher
ALG_DES_CBC_NOPAD

ALG_DES CBC_IS09797_M1
ALG_DES_CBC_IS09797_M2
ALG_DES CBC_PKCS5
ALG_DES_ECB_NOPAD

ALG_DES ECB_1S09797_M1
ALG_DES_ECB_IS09797_M2
ALG_DES ECB_PKCS5
ALG_RSA_1S014888

ALG_RSA PKCS1
ALG_RSA_1S09796

ALG_RSA _NOPAD
ALG_AES_BLOCK_128 CBC_NOPAD
ALG_AES_BLOCK_128 ECB_NOPAD
ALG_RSA_PKCS1_OAEP
ALG_KOREAN_SEED_ECB_NOPAD
ALG_KOREAN_SEED_CBC_NOPAD

javacard.crypto.Signature
ALG_DES_MAC4_NOPAD
ALG_DES_MAC8_NOPAD
ALG_DES_MAC4_IS0O9797_M1
ALG_DES_MACS8_IS09797_M1
ALG_DES_MAC4_IS09797_M2
ALG_DES_MACS8_IS09797_M2
ALG_DES_MAC4_PKCS5
ALG_DES_MAC8_PKCS5
ALG_RSA _SHA 1S09796
ALG_RSA_SHA PKCSH1

ALG_RSA MD5_PKCS1
ALG_RSA_RIPEMD160_IS0O9796
ALG_RSA RIPEMD160_PKCS1
ALG_DSA_SHA
ALG_RSA SHA RFC2409
ALG_RSA_MD5_RFC2409
ALG_ECDSA_SHA
ALG_AES_MAC_128_NOPAD
ALG_DES MAC4_IS09797_1_M2_ALG3
ALG_DES_MACS8_IS09797_1_M2_ALG3
ALG_RSA SHA PKCS1_PSS
ALG_RSA_MD5_PKCS1_PSS
ALG_RSA RIPEMD160_PKCS1_PSS
ALG_HMAC_SHA1

ALG_HMAC_SHA 256
ALG_HMAC_SHA_384
ALG_HMAC_SHA 512
ALG_HMAC_MD5
ALG_HMAC_RIPEMD160

supported
yes
yes
yes
no
yes
yes
yes
no
no
yes
no
yes
no
no
yes
no
no

yes
yes
yes
yes
yes
yes
no
no
yes
yes
yes
no
no
no
no
no
no
no
yes
yes
yes
yes
no
no
no
no
no
no
no

time




ALG_RSA_SHA [S09796_MR
ALG_RSA_RIPEMD160_ISO9796_MR
ALG_SEED_MAC_NOPAD

javacard.security.MessageDigest
ALG_SHA

ALG_MD5

ALG_RIPEMD160

ALG_SHA 256

ALG_SHA 384

ALG_SHA 512

javacard.security.RandomData
ALG_PSEUDO_RANDOM
ALG_SECURE_RANDOM

javacard.security.KeyBuilder
TYPE_DES_TRANSIENT_RESET
TYPE_DES_TRANSIENT_DESELECT
TYPE_DES LENGTH_DES

TYPE_DES LENGTH_DES3_2KEY

TYPE_DES LENGTH_DES3_3KEY
TYPE_AES_TRANSIENT_RESET
TYPE_AES_TRANSIENT_DESELECT
TYPE_AES LENGTH_AES_128

TYPE_AES LENGTH_AES_ 192

TYPE_AES LENGTH_AES_256
TYPE_RSA_PUBLIC LENGTH_RSA 512
TYPE_RSA_PUBLIC LENGTH_RSA_736
TYPE_RSA_PUBLIC LENGTH_RSA_768
TYPE_RSA_PUBLIC LENGTH_RSA_896
TYPE_RSA_PUBLIC LENGTH_RSA_1024
TYPE_RSA_PUBLIC LENGTH_RSA_1280
TYPE_RSA_PUBLIC LENGTH_RSA_1536
TYPE_RSA_PUBLIC LENGTH_RSA_1984
TYPE_RSA_PUBLIC LENGTH_RSA_ 2048
TYPE_RSA_PRIVATE LENGTH_RSA_512
TYPE_RSA_PRIVATE LENGTH_RSA_736
TYPE_RSA_PRIVATE LENGTH_RSA_768
TYPE_RSA_PRIVATE LENGTH_RSA_896
TYPE_RSA_PRIVATE LENGTH_RSA_1024
TYPE_RSA_PRIVATE LENGTH_RSA 1280
TYPE_RSA_PRIVATE LENGTH_RSA_1536
TYPE_RSA_PRIVATE LENGTH_RSA 1984
TYPE_RSA_PRIVATE LENGTH_RSA_2048
TYPE_RSA_CRT_PRIVATE LENGTH_RSA_512
TYPE_RSA_CRT_PRIVATE LENGTH_RSA_736
TYPE_RSA_CRT_PRIVATE LENGTH_RSA_768
TYPE_RSA_CRT_PRIVATE LENGTH_RSA_896
TYPE_RSA_CRT_PRIVATE LENGTH_RSA_1024
TYPE_RSA_CRT_PRIVATE LENGTH_RSA_1280
TYPE_RSA_CRT_PRIVATE LENGTH_RSA_1536

no
no
no

yes
yes
no
no
no
no

yes
yes

yes
yes
yes
yes
yes

no

no

no

no

no
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes




TYPE_RSA_CRT_PRIVATE LENGTH_RSA_1984
TYPE_RSA_CRT_PRIVATE LENGTH_RSA_2048
TYPE_DSA_PRIVATE LENGTH_DSA 512
TYPE_DSA_PRIVATE LENGTH_DSA_768
TYPE_DSA_PRIVATE LENGTH_DSA_1024
TYPE_DSA_PUBLIC LENGTH_DSA_512
TYPE_DSA_PUBLIC LENGTH_DSA_768
TYPE_DSA_PUBLIC LENGTH_DSA_1024
TYPE_EC_F2M_PRIVATE LENGTH_EC_F2M_113
TYPE_EC_F2M_PRIVATE LENGTH_EC_F2M_131
TYPE_EC_F2M_PRIVATE LENGTH_EC_F2M_163
TYPE_EC_F2M_PRIVATE LENGTH_EC_F2M_193
TYPE_EC_FP_PRIVATE LENGTH_EC_FP_112
TYPE_EC_FP_PRIVATE LENGTH_EC_FP_128
TYPE_EC_FP_PRIVATE LENGTH_EC_FP_160
TYPE_EC_FP_PRIVATE LENGTH_EC_FP_192
TYPE_KOREAN_SEED_TRANSIENT_RESET
TYPE_KOREAN_SEED_TRANSIENT DESELECT
TYPE_KOREAN_SEED LENGTH_KOREAN_SEED 128
TYPE_HMAC_TRANSIENT RESET
TYPE_HMAC_TRANSIENT _DESELECT
TYPE_HMAC LENGTH_HMAC_SHA_1_BLOCK_64
TYPE_HMAC LENGTH_HMAC_SHA_256_BLOCK_64
TYPE_HMAC LENGTH_HMAC_SHA_384_BLOCK_64
TYPE_HMAC LENGTH_HMAC_SHA_512_BLOCK_64

javacard.security.KeyPair ALG_RSA on-card generation
ALG_RSA LENGTH_RSA 512

ALG_RSA LENGTH_RSA_736

ALG_RSA LENGTH_RSA 768

ALG_RSA LENGTH_RSA_896

ALG_RSA LENGTH_RSA 1024

ALG_RSA LENGTH_RSA_1280

ALG_RSA LENGTH_RSA 1536

ALG_RSA LENGTH_RSA_1984

ALG_RSA LENGTH_RSA 2048

javacard.security.KeyPair ALG_RSA_CRT on-card generat
ALG_RSA_CRT LENGTH_RSA 512

ALG_RSA CRT LENGTH_RSA 768

ALG_RSA_CRT LENGTH_RSA_896

ALG_RSA CRT LENGTH_RSA 1024

ALG_RSA_CRT LENGTH_RSA_1280

ALG_RSA CRT LENGTH_RSA 1536

ALG_RSA_CRT LENGTH_RSA_1984

ALG_RSA CRT LENGTH_RSA 2048

javacard.security.KeyPair ALG_DSA on-card generation
ALG_DSA LENGTH_DSA_512

ALG_DSA LENGTH_DSA 768

ALG_DSA LENGTH_DSA_1024

ion

yes
yes
no
no
no
no
no
no
no
no
no
no
no
no
no
no
no
no
no
no
no
no
no
no
no

no
no
no
no
no
no
no
no
no

yes
yes
yes
yes
yes
yes
yes
yes

no
no
no

3.079
5.015
4.125
8.141
9.921
25.016
36.719
41.781




javacard.security.KeyPair ALG_EC_F2M on-card generation

ALG_EC_F2M LENGTH_EC_F2M_113
ALG_EC_F2M LENGTH_EC_F2M_131
ALG_EC_F2M LENGTH_EC_F2M_163
ALG_EC_F2M LENGTH_EC_F2M_193

javacard.security.KeyPair ALG_EC_FP on-card generation
ALG_EC_FP LENGTH_EC_FP_112
ALG_EC_FP LENGTH_EC_FP_128
ALG_EC_FP LENGTH_EC_FP_160
ALG_EC_FP LENGTH_EC_FP_192

no
no
no
no

no
no
no
no




